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Introduction
The start of a New Year is always a popular time to assess one’s life and resolve to make changes. However, I 
would also like to start a trend for both organizations and individuals of assessing the threats that lie ahead in 
the New Year. While there is always the chance for a new threat or risk to be unearthed this year, as has oc-
curred numerous times, often the risks of the New Year are predicable from the trends of attacks from the previ-
ous year. However, other factors need to be considered as well, including new technologies, new software and 
applications, mobility, etc. Here are my predictions of the areas to watch for new security threats.

1. Attacks Against New Platforms
In 2012, we witnessed the release of several new platforms or operating systems including Windows 8, Win-
dows RT, Windows Phone 8, Android 4+, Mac OS X Mountain Lion, and iOS 6. In fact, there were hundreds of 
updates to a wide number of platforms ranging from set-top boxes to wireless access points, Internet applianc-
es, smart cars, vending machines, thermostats, point-of-sales devices, GPS systems, smart homes. Unfortunately, 
new does not always mean more secure. All too often, security is the least important element of a new product 
release (or revision) and thus code is rarely subjected to sufficient scrutiny to weed out even a moderate level of 
flaws, mistakes, errors, and oversights. 

Hackers, both white hat and black hat varieties, can run automated tools, known as fuzzy scanners, to poten-
tially uncover the dark secrets that lurk within new (and old) code. Fuzzy testing subjects a target to a barrage 
of input constructions in an attempt to discover a specific input set that triggers an abnormal response. If such 
an input set is discovered, it often reveals coding issues than can be exploited for malicious purposes. A skilled 
programmer can often craft new exploit code in a matter of hours once a new flaw is revealed. 

wo

New software, new operating systems, new applications, and even new updates to all of these can introduce 
new flaws that are just waiting to be discovered. If discovered by a security professional, then these flaws are 
often addressed during subsequent patch releases. If discovered by a malicious hacker, a new zero day attack is 
born, potentially to be used for months or years before becoming widely known. New products are very attrac-
tive for their new feature sets and capabilities, but I would not be so quick to rush to a new product due to the 
potential security risks. 



2. Retrofitting of Previous Malware
The next area that I predict with grow significantly in 2013 is that of attacks that are copycats, retrofits, or 
re-engineering of exploits uncovered in the last few years. Some examples of serious concern are stuxnut, 
skywiper/flamer, dnschanger, conficker, flashback, citadel, and scrinject.b. These malware examples from 2011 
and 2012, along with dozens of others that did not make the headlines, demonstrated new capabilities, infec-
tion vectors, camouflage technique, and coding practices for malware authors/designers. We have already seen 
attempts to create new malware based on stuxnet. In fact, stuxnet itself is a redesigned version of skywiper/
flamer.

When a malicious hacker seeks to craft new malware exploits, they often borrow from other known sources 
(malware they are already aware of or have prior experience with). The maker ethos is not just limited to 3-D 
printing and etsy crafts, as even malicious hackers often reuse, revise, and recycle existing malware that exhibits 
features or capabilities they wish to steal. Beware of the descendants of previous year’s malware parents.

3. Ransomware
Related to reuse malware is a growing threat known as ransomware. Ransomware is malicious code that often 
encrypts drive contents of a victim’s computer; then extorts money for the release of the hostage data. The num-
ber of ransomware attacks more than tripled in 2012, according to McAfee. There are also a growing number of 
ransomware construction kits that allow non-programming hackers to craft new ransom extortion attack tools.

4. Hackers for Hire
Hackers for hire, or hacking as a service, is sure to rise in 2013. A not-so-underground black market for attack 
tools, exploit code, and hacking skills has flourished in recent years. Products and services ranging from stolen 
credit card numbers, fake identities, zero-day exploits, mercenary hacking skills are up for sale. And often at 
prices that are either surprisingly low or high. Stolen credit cards and identities are often worth only a few bucks 
while undisclosed zero-day attacks against popular operating systems and applications can draw hundreds of 
thousands of dollars. As the skills and products of hacking continue to draw attention and money, more and 
more hackers with advanced skills will take on hit-man-like contracts to either focus or attack on a particular 
organization or a specific product. 

5. Hactivism
An increase in hacktivism is predicted for 2013. Hacktivism is using hacking as a means to further a cause, make 
a point, protest an organization, make your issue known, get media or press coverage, or just plain to attack 
that which you don’t like, believe, or agree with. Illegal, immoral, and ineffective as it may be, it was the cause 
of more damage in 2011 and 2012 than “traditional” hacking for fun and profit operations. Hacking for a cause 
is considered “cool” in the hacking community and is seen as a form of protest or getting your voice heard. 
As our world turns more and more to online sources for news, social interaction, shopping, entertainment, and 
business, hacktivisim will continue to rise as well. Those with a cause go where the eyeballs are focused. 
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6. Mobile Attacks
With the explosion in popularity of tablets and the nearly ubiquitous smartphone, mobile attacks are sure to 
skyrocket in 2013. Most mobile devices have little native security and often even those products with security 
features have them disabled by default. The typical end user is often unaware of the security features their 
devices offer as well as ignorant of the risks facing him or her while using mobile devices. Often the cultivated 
app repositories, the in-your-pocket convenience, and the amazing capabilities of an always connected device at 
your fingertips overshadows the fact that these mini-super computers are just as vulnerable to attacks and mali-
cious code as a desktop or server computer. 

Every mobile device has already had its own malware developed. Mobile device malware can be found both 
in managed app stores as well as from third-party sources. Mobile devices often are used to store significant 
amounts of personal, private, confidential, and proprietary data for individuals as well as businesses. If these de-
vices are lost, stolen, or just accessed remotely via malware, there is little protection for these valuable data sets. 

7. Insider Violations
Insider security violations are sure to be on the rise as well. Many of these will be unintended, as they will be 
the result of a worker attempting a personal online activity but inadvertently breaching company security. This 
will include a wide range of social engineering attacks that result in data leakage or remote access for the 
hacker. Unfortunately, there will likely be an increase of intentional malicious actions on the part of employees. 
There is a growing underground black market for the sale and distribution of product information and company 
secrets. Many workers are often attracted to the promise of a big payout just by selling company documents. 
There are also a growing number of workers who will be frustrated by company Internet policies and will 
intentionally violate those restrictions through installation of unauthorized hardware, using remote access tools, 
tethering of mobile access devices, and using encrypted covert channels. These means of accessing the Internet 
are not only a violation of company rules but expose the organization to malware infection and remote access 
attacks due to the unfiltered unauthorized communication pathway. 

Insider threats are of such a serious nature due to the fact that someone on the inside already has physical 
access and likely a network user account. Outside hackers spend considerable time and effort to gain logical or 
physical access to a target. Your workers already have both. While a typical worker can choose to perform mali-
cious actions or be tricked into them, it is also true that a hacker can go undercover and be hired by your organi-
zation. This would then allow them to attack from within, and this form of insider attack is sure to increase. 

8. Large Scale Attacks
There is sure to be a rise in the number of large-scale attacks. These may include organized crime syndicates, 
governments, military groups, and corporations who now consider the Internet another battlefield, and who 
exploit code as another form of weapon. The promise (or threat) of cyber warfare is often too attractive to 
overlook for some groups and individuals. Being the first to develop a new generation of online weapons would 
give them an advantage over their “enemies.” Online, Internet, or localized network attacks are likely to focus 
on crippling infrastructure, blocking communications, and stealing intellectual property. There is even the strong 
possibility that at least one nation has already directed some of its domestic computer manufacturers to embed 
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backdoors, beacons, or even bugs into their hardware and/or software that is sold or distributed to foreign na-
tions. This type of attack has been given the name supply chain hacking.

Large-scale attacks may also be waged (or at least attempted) by hacking groups or individual hackers. The 
nature of a botnet allows just a few hackers to control potentially millions of computers in waging some form 
of compromise. Botnets have been discovered in upwards of 14 million systems at once, although the “typi-
cal” size is most often in the tens-of-thousands range. Botnets have been used to perform Distributed Denial of 
Service (DDoS) attacks, transmit SPAM, support VoIP phishing, eavesdrop on general network traffic as well as 
VoIP conversations, attempt to crack encryption or reverse-engineer password hashes, falsify DNS queries, abuse 
sweepstakes and polls, and host false or spoofed Web sites. 

9. Compromises in the Cloud
Cloud compromises are another area of growing concern. It is important to realize that cloud computing and 
cloud services are mostly “smoke and mirrors.” Ultimately, a cloud service or product is software running on a 
computer situated somewhere that you access over a private link or public Internet. Most cloud providers actu-
ally host their services using virtualization products, allowing them to scale quickly at a reduced cost. There is 
no reduction of risk when using a cloud solution. There is the promise of greater security, encrypted connections, 
encrypted storage, private transactions, etc.,but due to the nature of remote connections, virtualization technol-
ogy, operating systems, applications, encryption solutions, key storage and management, and the co-mingling of 
data on shared resources there is vulnerable fruit ready for picking. 

Most cloud services and product providers are actively seeking to provide customers with security. However, it 
is my fear that, like many other online and local-only products and services, something will be overlooked, and 
hackers will find a way to exploit it. Providing large-scale cloud products and services is a very complicated and 
often fragile endeavor. As cloud offerings become more widespread and popular, they will become targets for 
hackers.

10. Social Engineering
There will continue to be an increase in the level, complexity, and intensity of social engineering attacks. Social 
engineering targets the weak link of security; namely its employees. People are always the last line of defense as 
they can choose to, be coerced to, or be tricked into violating security. Social engineering attacks have advanced 
considerably since the days of the travelling conman or the salesman huckster. Often professional social engi-
neers are adopting psychological techniques, studying human behavior, and even performing pilot testing of 
their attacks as they prepare for a new assault against a specific target. 

Social engineering is a type of attack that can be:

•	 Against	a	single	individual	or	anyone	and	everyone

•	 Generic	or	very	specifically	targeted

•	 Focus	on	information	gathering	or	physical	access	or	logical	access

•	 Implemented	over	long	or	short	periods	of	time
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•	 Start	from	outside	or	inside

•	 Performed	in-person	or	through	a	communications	network

There is no one single all-encompassing definition for what social engineering is, does, or can do, other than 
describing it as an attack that takes advantage of human vulnerabilities. 

As organizations and online services find ways of locking down their systems in order to defend against viola-
tions, the easy attacks against computers and physical locations are eliminated. However, it is quite difficult to 
sufficiently train all personnel to be defensive against social engineering attacks. Thus these soft targets will 
always be a popular alternative. 

We must not forget that with the increased use of social networking sites and services, these communication 
media are fraught with false information and social engineering attacks. As the world goes online, so do the at-
tacks. As more targets are accessible through online services, the more valuable the hackers rank those services. 
Any means by which hackers can perform their attacks, that grants them access to a wider target list, reduces 
the difficulty of the attack, and helps maintain their anonymity will always attract the social engineer. 

Additional Issues
These are my predictions for the ten top risks for 2013 where new attacks and compromises are likely to occur, 
but I doubt these will be the only areas of increased concern. I also foresee problems related to government 
regulations, the “Internet of Things,” privacy, crypto cracking, and hardware as a target.

The government of the United States, as well as many other nations, seems intent on adding more control, 
restriction, limitation, and oversight to the Internet. Maybe there is fear of what they don’t understand and 
which they don’t control. There will continue to be more attempts to add more limitations and restrictions on 
the Internet and the freedom it represents for all mankind.

The Internet of Things is the new catch-phrase and refers to the concepts of connecting devices to the Internet 
so they can collect and share data points. This might include thermometers, thermostats, home automation de-
vices, water meters, electric meters, IP cameras, coffee machines, dishwashers, washers and dryers, refrigerators, 
taxis, subways, buses, traffic signals, shopping carts, etc. Often the selling point of the Internet of Things is the 
promise of transformative and revolutionary advances in our life and work through collecting, managing, and 
interpreting more data about our life and world. Unfortunately, I think many of these efforts are rushed forward 
without giving enough thought to security and privacy concerns. I fear significant data breaches of private and 
company data via connected devices is eminent. 

As everyone (and everything) is going online, we are likely to continue to experience a loss of privacy. We are 
using more things that share our lives with the rest of the world. Some of us do this on purpose and some of us 
don’t realize that this is occurring. Sites and services seem to be changing their privacy policies, defaulting us 
into public rather than private settings, adding features that require sharing of data to be useful, and selling our 
gathered data to marketers. The reduction of our privacy, both online and offline is likely to continue. 
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Hardware advances in computation ability seem to be coming faster than ever before. Recently, a 25-GPU clus-
ter was constructed that can crack all standard-keyboard-based 8-character Windows NTLM-stored passwords 
in under 6 hours. Ouch. The typical company password policy only mandates 8 characters, and the typical worker 
will barely comply with the required minimums. This is only going to get worse. With enough money, hundreds 
or thousands of these systems could be linked in a grid to crack 9- or 10-character passwords in “reasonable” 
time frames. 

Hardware has become a target of malware attacks. It is now possible for malicious software to damage hard-
ware. This includes attacks such as phlashing, where the firmware of a device is replaced with a modified 
dataset that renders the device useless. Rootkits, bootkits, MBR attacks, and boot load malware can interrupt 
the process of booting and inject backdoors or remote control mechanisms into memory even before the system 
itself has started booting into memory. Other forms of malware cause devices to operate at the limit of their 
capacity until they overheat. This could result in system shutdown, equipment damage, or building fire. 

As you can see, we have a lot to lookout for, take precautions against, and to be paranoid about. Don’t forget 
that attacks don’t get worse, they are always getting better. 

Learn More
To learn more about how you can improve productivity, enhance efficiency, and sharpen your competitive edge, 
Global Knowledge suggests the following courses:

 Wireless LAN Security and Analysis

 CSFI: Introduction to Cyber Warfare

 Cybersecurity Foundations

 Security+ Prep Course (SYO-301)

 Cyber Security Compliance & Mobility Course (CSCMC)

 RSA NetWitness Forensics

Visit www.globalknowledge.com or call 1-800-COURSES (1-800-268-7737) to speak with a Global  
Knowledge training advisor.
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Security+. Michael graduated in 1992 from the University of Texas at Austin with a bachelor’s degree in Philoso-
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