
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

Expert Reference Series of White Papers 

Five Ways Network 
Virtualization Will 
Revolutionize IT 

1-800-COURSES www.globalknowledge.com 

http://www.globalknowledge.com/


Five Ways Network Virtualization 
Will Revolutionize IT 
Brian Eiler, VCI, VCAP, VCP, ASE, CCNA, Global Knowledge Instructor 
 

Introduction 
Network Functions Virtualization (NFV), sometimes abbreviated to just Network Virtualization, has been growing 
in popularity for several years. Like its cousin, Software-Defined Networking (SDN), NFV grew out of the need to 
enhance our networks beyond what traditional network hardware could offer. While SDN focused on how to 
adapt physical networking equipment to adhere to a more centralized administration model, NFV focused on 
how to bring the traditional hardware-only functionality of network devices into the virtual realm. Through the 
use of NFV, we now have virtual switches, routers, firewalls, load balancers, and more. This has enabled both 
hardware and software vendors alike to bring new products and technologies to the public, that otherwise 
would have been impossible.  
 
In this article we’ll explore how NFV products, such as VMware’s NSX platform, will reshape the IT infrastructure 
by expanding our capabilities in the datacenter while simultaneously increasing our flexibility through hardware 
vendor independence. We’ll also look at how NFV can greatly enhance the security and potentially even the 
performance of your network by using virtual network devices. Then we’ll look at how NFV can help us 
automatically scale our web and application farms to tackle those burst workloads like eCommerce during the 
holiday seasons. In addition to operational points, we’ll also discuss how NFV can help you adopt new 
development strategies such as DevOps by automating the creation and management of network devices. Finally, 
we’ll see how NFV aims to increase our overall enterprise security by allowing us to silently analyze our virtual 
workloads for malware and intrusions without installing agent software within the operating systems.  

Superior Firepower through Hardware Independence 
NFV sets your network free; at least from the old rule of “one vendor to rule them all.” NFV solutions such as 
VMware’s NSX platform help open the door to multi-vendor infrastructure solutions by reducing our dependency 
on single-vendor hardware solutions for advanced networking functionality. Through the use of both hypervisor 
modules and partner-provided virtual machines (VMs), VMware NSX can provide distributed routers, firewalls, 
and load balancers that provide the level of functionality and performance you would expect from a hardware 
solution. Yet because the overall infrastructure is intended to be open and partner-driven, the framework is built 
more like a blank canvas than a rigid structure, allowing your organization to paint the big picture with different 
vendors and products.  
 
Historically we’ve needed hardware devices to gain access to advanced network services like routers, firewalls, 
load balancers, or SSL offloading devices. Furthermore, to maintain compatibility with existing infrastructure 
investments, many organizations chose to remain loyal to a single hardware vendor, often at the expense of 
additional costs or missing functionality. In addition to costing more money, remaining loyal to a single vendor 
can directly restrict you from certain features and functionality. Translation: NFV can save you money by breaking 
vendor lock-in, while still providing the functionality you have come to rely upon. 
 
 
 
 

Copyright ©2014 Global Knowledge Training LLC. All rights reserved. 2 

 



It has been said that trading hardware for software is a lot like trading one tyrant for another, and that would 
be true if not for all the hardware and software vendor cooperation in the NFV marketplace. One of the key 
tenants of NFV is the priority of interoperability and the flexibility to choose the right component for the job. 
Part of the need for compatibility comes from the fact that few companies are willing or able to completely 
replace their existing physical infrastructure just to adopt NFV. Therefore, if vendors wish to sell NFV solutions, 
those solutions must be able to interoperate with a wide variety of hardware and software components. To 
accomplish this, some NFV solutions rely upon SDN to integrate the management aspects of the hardware and 
software solutions into a single platform. Alternatively, if the organization intends to rely more heavily on the 
virtual infrastructure, the underlying hardware can be completely abstracted by creating virtual tunnels, called 
overlays, that essentially create networks within networks. 
 
Using these overlays, NFV solutions such as VMware’s NSX platform are able to ride on top of your existing 
hardware by creating tunnels that keep the traffic separate and completely unaware of the underlying physical 
infrastructure. Overlays aren’t really new; we’ve used them for years, but we call them Virtual Private Networks 
(VPNs). The concept is the same; we create a tunnel from one device to another, allowing client communication 
to flow uninterrupted by the number of hops or the nature of the underlying physical network. This is what 
allows your laptop to feel like it’s attached to the corporate network when you’re physically connected to the 
Internet at a hotel or Wi-Fi hotspot. NFV overlays allow the logical switches within the virtual infrastructure to 
create tunnel endpoints that transparently pass client traffic through the physical switches and routers. This 
happens without informing the source or destination clients of the actual physical infrastructure; effectively 
creating a separation between Layer 1 and Layer 2 of the OSI model.  
 
This separation of Layer 1 and 2 is actually one of the chief advantages of SDN, separating the control plane from 
the data plane, which allows us to separate the command and control decisions of packet and frame forwarding 
(Spanning Tree, TRILL, OSPF, etc.) from the components that actually move the bits from place to place. Take this 
to the next level: if you no longer require complex command and control at the hardware device level, you might 
be able to substitute out expensive switches and routers for devices that are only focused on moving data quickly 
and efficiently. Your focus at Layer 1 becomes speed and throughput rather than advanced network 
functionality, because that functionality is now provided within the NFV software solution. Ultimately this can 
release you from some of the hardware vendor dependencies, and allow you to use commodity switches to move 
your data without sacrificing functionality, performance, or security. 

Network Security on Steroids 
Vendor independence is nice, but NFV also helps us with security issues. Think about how many times you (or 
your network administrators) have needed to reprogram a firewall or router because someone moved a server 
from one network to another. DevOps guys, we’re looking at you. Even just changing an IP address on a server 
can result in a hassle due to all the changes to access control lists. Wouldn’t it be nice if your firewall just 
magically knew what you intended to do and took action appropriately? What if your firewalls, routers, and even 
Intrusion Prevention Systems (IPS) were actually programmed based on the object, such as a server, rather than 
the address or network of the device? Take it one step further. What if the moment you moved that server to 
another network, or changed its address, your firewall was immediately instructed to adjust its rules? You might 
very well get some free time back, and at the same time have the peace of mind that you won’t have nearly as 
many mistakes in your security device configuration. Fortunately, this isn’t a fairy tale; this is what NFV brings to 
the table today. 
 
NFV firewalls, such as those found in VMware’s NSX platform, can be programmed by object rather than IP 
address or hostname alone. The NSX platform is able to coordinate with vCenter, the central command for 
VMware vSphere virtualized solutions, to determine where an object resides and then reconfigure the firewall 
and IPS rules to subsequently follow that object if it moves to different networks. This allows professionals from 
cross-functional teams such as DevOps or the server virtualization team to move workloads from one network to 
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another without interrupting the network professionals. This not only decreases delays in migrating workloads 
from development to production, it also minimizes the interruptions in the network professionals’ day to day 
activities; ultimately increasing everyone’s productivity and sanity level. 
 
However, it’s not just about making things simple; this type of control improves security because we are tying the 
rules to the object rather than just creating rules for address ranges. Think about the number of stale access 
control lists in your firewalls. Rules that may have been forgotten and now are regarded as those “black box” 
rules that you just don’t touch for fear of what might break. By having a centralized command and control 
facility that can intelligently monitor and adjust those rules, you minimize the number of these mysterious rules, 
because nearly every rule is tied to an easily identifiable object. 
 
But what about all the devices that aren’t virtualized? Though the term NFV has the word “virtual” in it, most 
NFV solutions also take into consideration the many physical devices that are present in the network. Rules can 
still be created to manage these devices, though it may be less dynamic than the relationship that NFV has with 
virtual devices.  
 
In addition to making things simpler, NFV helps you reduce human errors like hostname or IP address typos. Plus, 
you can quickly roll back the configuration state of your network in the event something went wrong during a 
particular change; even if the changes affected multiple devices. That level of “undo” control can give you a lot of 
peace of mind when making large-scale changes across the network. The ability to quickly revert back to a prior 
configuration may mean the difference between a short fix and an all-weekend adventure. 

Automation and Auto-Scaling 
Another very practical use case for NFV deals with web servers. Imagine for a moment that you are in charge of 
the web presence for your organization. Most of the year the website runs without any performance problems; 
however during the holiday season the number of web visitors grows exponentially. While the sudden growth is 
great for the organization, the web farm barely keeps up with the increased demand. The seemingly simple 
answer is to just add more web servers, but the reality is usually much more complicated. Adding servers requires 
a lot of carefully orchestrated changes both to the server farm as well as the network. Plus, you need flexibility 
and scalability. You don’t want the extra processing load during the off-peak season, and from a scalability 
perspective adding a single server is great, but the real solution is to have the ability to add and remove servers 
on the fly. 
 
This is yet another value proposition for NFV. Through the integration with virtual infrastructure solutions like 
VMware vSphere and NSX, you could programmatically add new servers, and adjust all your firewall rules and 
load balancers with the click of a few buttons. With automation tools such as VMware vCenter Orchestrator 
(VCO) you could even program your cluster to expand and contract based on the utilization of the web farm, 
giving you the ability to react according to load; provisioning or even decommissioning servers as needed. 
 
There are a number of virtualization platforms that are interconnected with NFV solutions. Not surprisingly, 
VMware vCloud Director and vSphere can be tightly integrated with VMware’s NSX, but NSX also can be 
integrated with OpenStack to provide an agnostic cloud interface. The OpenStack integration allows you to 
create and manage virtual networks from within one consolidated interface. Thereby eliminating the need to pre-
create the network infrastructure (VLANs, routes, and firewall rules), and then later using the cloud management 
platform to map this physical infrastructure to the virtual interfaces. It saves not only time, but it also reduces 
human error and again, the automation tools allow you to programmatically scale the infrastructure with little to 
no human involvement. 
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Simplifying DevOps and Deployment Times 
Now let’s consider another practical use case: DevOps. DevOps is the combination of Application Development 
and IT Operations, meaning that your developers work very closely with your IT operations team to improve 
efficiencies and reduce application development time. This has grown in popularity partially because it can save a 
great deal of cost, but also because it improves the time-to-market of applications by putting the developers in 
the driver’s seat when they need addition server or network resources.  
 
During the development cycle, application developers often require a number of servers to run their code as well 
as servers for users to test that code. Some of these servers can co-mingle with others in the production network, 
but some development projects require a significant amount of isolation to avoid things like hostname or IP 
address conflicts. Also it is a good practice, when possible, to segment development servers to avoid accidental 
security exposures from putting your new, unchecked code into a production network.  The trouble is that while 
deploying new servers may not be a complicated process, special care should be taken when creating the 
appropriate underlying networks and ensuring the servers are in the correct network. By integrating your 
networking device configuration into your virtualization or even physical development structure, you can enable 
the developers to operate on a self-service basis, yet keep the controls in place to help avoid accidental exposures 
in the network. This not only helps reduce errors, it can accelerate the time-to-market of your applications, and 
give you an edge on the competition. 

Host Security without the Hassles 
Lastly, let’s talk about servers for a moment. Some of the biggest security holes in our networks stem from 
weaknesses in our servers. Wouldn’t it be nice if you could take the guesswork out of compliance, and actually 
know for a fact that your servers are protected? With NFV you can. 
 
Through cooperation and partnerships, companies like VMware have integrated security offerings into NFV 
platforms. Previously, these security offerings were only available in host-based installations. For example, if you 
wanted to use antivirus or malware detection software, historically you needed to install agent software within 
the servers themselves. This introduced the problem of “update storms” where dozens (or more) of servers 
suddenly begin downloading updates from the Internet; crushing performance on the network and the virtual 
infrastructure. Installing just a handful of these agents may not cause a noticeable difference in network or server 
performance, but things get out of hand quickly when you scale the solution to include hundreds or thousands of 
hosts scanning throughout the day, and all updating weekly or even daily. 
 
By incorporating these scanning and detection tools into the hypervisor, we can reduce the amount of updates 
that traverse the network and at the same time increase our visibility into the servers. Malware such as root kits 
or other deeply embedded stealth packages are increasingly difficult to detect from within the Operating System, 
but if the scanner is loaded in the hypervisor we can accurately detect its presence and take action on or against 
the affected server. Thanks to the integration with the network, that action may include network quarantine or 
forced remediation. Tools such as VMware’s NSX platform can react by moving the affected VMs to different 
networks, or by just filtering certain traffic patterns coming from or going to the server. All of this can even be 
applied to physical network devices, centralizing the security operations to permit/deny access based on the 
security posture of the device. If an unknown host is connected to the network, that host may be quarantined 
until its patch level and virus scan definitions can be determined up-to-date.  
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Conclusion 
There are a lot of reasons to step into the NFV world. Whether you are a full-time network administrator, or you 
intermix it with your other duties, NFV can open new doors for you. Understanding how these new tools can 
help you solve organizational challenges may very well transform you from a typical server or network 
professional into an enterprise architect who can help others understand and use the technology to improve their 
own jobs. 
 
Keep in mind that there really isn’t a single, all-encompassing NFV solution on the market. Rather vendors often 
work together as partners to provide solutions and options that create a cohesive platform that can solve all 
these business challenges. Going back to the earlier example, VMware NSX provides many tools, yet VMware 
partners with many companies to bring additional tools to the table—tools such as load balancers and SSL 
offloading devices from F5, security inspection devices from Radware, and host malware software from partners 
like Trend Micro and Intel, among others. NFV solutions are often a combination of tools that work together in a 
partner ecosystem so that you can add, remove, and replace components as your organizational needs change. 
Study and evaluate as many of these components as you can, and don’t be afraid to try something new; you 
might just find yourself standing on the next wave of the future. 
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